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Background
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• Explanatory Statement Regarding H.R. 2617, the 

Consolidated Appropriations Act, 2023 (Public Law 

No: 117-328) requests the Deputy Secretary of 

Defense to:

• “Review the current usage of [controlled classified 

information] CUI to ensure its appropriate application;” and,

• “Brief the congressional defense committees not later than 
30 days after the enactment of this Act on the findings of 

this review.”

• To meet this requirement, OUSD(I&S) developed a 

survey and requested all Components provide input.



CUI Background

• Executive Order 13556 created the controlled unclassified 
information (CUI) program, and 32 CFR Part 2002 provides 
direction for its implementation. 

• In March 2020, the Under Secretary of Defense for Intelligence 
and Security issued Department of Defense (DoD) Instruction 
5200.48, "Controlled Unclassified Information," which implements 
and outlines DoD's policies on content that qualifies as CUI.

• The Department is participating in the National Security Council 
(NSC) Staff’s review of the Executive Branch’s information 
security policies.
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CUI Background

• Why is CUI required?

• CUI is a cornerstone of DoD information security requirements.

• Adversaries and strategic competitors target DoD information 
in the areas where it is most vulnerable – off DoD networks.

• CUI is the best available tool to require safeguarding 
requirements on non-federal systems (e.g., industry) through 
contractual requirements.
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Summary of Findings
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Key findings from the review of DoD’s Controlled 
Unclassified Information (CUI) program.

o The Department did not identify systematic over-control of
information, but understands training and oversight is necessary to
ensure DoD controls only what it must in a standard and
repeatable manner.

o DoD distributed training and awareness products that specifically
target overapplication of CUI and sharing with Congress, the
Defense Industrial Base, and foreign partners, as well as
Departments and Agencies that have not implemented the
Executive Order or associated Code of Federal Regulations.

o DoD training and awareness products include infographics on
“CUI Basics for Congress” and “CUI: Protecting AND Sharing it,”
which provide clear and concise guidance for sharing CUI and
include an outlet for users to pose questions to their information
security subject matter experts.



DoD Usage of Controlled Unclassified Information
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DoD has been the leader in implementing the CUI 

program, which includes the development of a 

comprehensive web page. https://www.dodcui.mil

Mar – July 2023 Data

25,000+ visits to the Registry

45,000+ visits to the Training page

200+ inquiries utilizing the 

“Contact Us” link
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DoD CUI Policy

DoD policy memoranda 

provide guidance and 

clarification on CUI policies.

DoD CUI training instructs 

personnel on how to use the 

website and CUI Registry (next 

slide).

The DoD CUI website includes 

a Policy & Forms web page:

• Federal-level policy

• DoD-level policy and 

memoranda Related 

policies

• CUI cover sheet

DoDI 5200.48 implements E.O. 13556 and 32 CFR Part 2002 and provides 

guidance to DoD personnel on implementation of the CUI program.
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Using the CUI Registry

• The DoD CUI Registry is available for users to determine whether 

information is CUI and the appropriate CUI category to apply.

• The organizational index groups categories of information.

• Each category has its own page and includes information about the 

category, examples of the type of information that falls in each 

category, and the statute(s), regulation(s), or government-wide policy 

that authorizes the controlling of such information. 

• Under each organizational index group is a list of categories.  

• Each category has a separate page with detailed information.

The DoD CUI website also hosts the DoD CUI Registry.
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DoD CUI Training

The web page contains links to the 
Information Security Oversight Office 
training site and to the official DoD 
training website.

It also provide DoD-specific training 
aids.

Along with the mandatory annual 
training, DoD Components conduct 
group and one-on-one training 
sessions using current work products.

The DoD CUI website hosts DoD CUI training products and links to CUI training hosted by 

the Center for the Development of Security Excellence (CDSE) and the NARA 

Information Security Oversight Office (ISOO).
• In addition to the mandatory training course, Information Security Managers conduct 

group, one-on-one, and ad hoc CUI training sessions, using attendees’ current work 
products and question-and-answer sessions.  

• Security Managers leverage teachable moments during draft document reviews; pre-
publication document reviews; and CUI challenges.
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DoD CUI Contact Page

Individuals are encouraged to submit their questions to OUSD(I&S) directly using the Contact Us 
link and usually get a response the same day.

It is easy for people (both internal and external to the Department) to ask 

questions about the Department’s CUI program.

The CUI website also 

includes POCs for CUI 
programs throughout the 
Department, allowing users 
to reach out directly to the 
most relevant office for 
their question. 
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DoD CUI Frequently Asked Questions

The DoD CUI webpage 

includes a Frequently Asked 

Question’s (FAQ) section 

informed by questions from 

many different stakeholders, 

including Military Personnel 

and Civilians,  Industry, 

Academia, and the public.
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Facilitating Information Sharing with Congress

In addition to being available on the DoD CUI website these materials were:

• Distributed to DoD Components

• Briefed during CUI training, Action Officer courses, and security
conferences

The main page of the DoD CUI website includes links to three different 

resources that inform members of the department on the basics of sharing 

CUI, including with members of Congress.
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CUI and Security Classification Guides (SCGs)

To facilitate the appropriate use of CUI, DoD requires CUI elements of 

information be identified in SCGs.  SCGs are used by the Department 

to identify classified and unclassified information within a system, 

plan, program, project, or mission.  DoD Components provide 

guidance on the importance of identifying information designated as 

CUI in an SCG to ensure that derivative classifiers continue to 

designate information appropriately identified as CUI.  

DoD is in the process of updating DoD Manual 5200.45, “Original 

Classification Authority and Writing a Security Classification Guide.”
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CUI Document Reviews

• DoD Components have dedicated security professionals and Staff Action Control Offices that review 

correspondence for appropriate CUI banners, designation indicators, and portion markings prior to 

distribution. 

• Additionally, the Department of the Army has ensured command emphasis through the Office of the Deputy 

Chief of Staff, G-2, Controlled Unclassified Information Guidelines, stating that management of CUI will be 

incorporated in a command’s Information Security program. 

• The Department of the Air Force (DAF) also requires all DAF activities to complete a CUI self-assessment 

checklist via the Air Force Management Internal Control Toolset (MICT) on an annual basis to assess program 

implementation, which includes an assessment of CUI document marking.

DoD has various processes and procedures to check on the markings of CUI 

documents.

OUSD(I&S) has directed DoD Components to assess documents marked CUI as part of 

this review.

• No documents were discovered to be inappropriately marked as CUI.  However, in some instances an 

incorrect CUI category was applied. 

• Some documents had other marking issues, such as a lack of designation indicator blocks, that were 

corrected through the staff action process.
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Overall Assessment of DoD CUI Program

As DoD continues to work through the implementation of CUI, OUSD(I&S) 

assesses the overall DoD CUI program is strong.

Training continues to be updated as required to help close knowledge 

gaps.

The CUI web page continues to be the primary source of information on 

CUI categories, policy, and training material.  The web page is continually 

updated to ensure the latest information is available.

DoD continues to collaborate across the Executive Branch to synchronize 

CUI practices.
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