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This presentation provides basic information on the CUl program.

More in-depth training is provided by the Defense Counterintelligence and Security Agency
(DCSA) / Centers for the Development of Security Excellence (CDSE) at
https://www.cdse.edu

DoD’s CUI policy is available at:

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520048p.PDF ?ver=2020-03-06-100640-800

CUI Executive Agent - Information Security Oversight Office (ISOO)

DoD CUI Senior Agency Official - Under Secretary of Defense for Intelligence and Security
(USD(1&S))

DoD CUI Senior Program Manager - Director for Defense Intelligence
(Counterintelligence, Law Enforcement, and Security) (DDI(CL&S))
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NOTE: Not all CUI
can be decontrolled.

Check with applicable

laws and regulations Decontrol CUI Life Cycle Safeguard
before decontrolling.

Example: Privacy Act
information has .
limitations on

decontrol and release.
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What is CUI?

 UNCLASSIFIED information that allows for, or requires, safeguarding and dissemination
controls in accordance with laws, regulations, or Government-wide policies.

What is the basis of CUI?

« Executive Order 13556, “Controlled Unclassified Information,” November 4, 2010
« 32 Code of Federal Regulations, part 2002, September 14, 2016
« DoDI 5200.48, “Controlled Unclassified Information (CUI)” March 6, 2020

What does DoDI 5200.48 replace/cancel?

 DoDM 5200.01, Volume 4 — the original guidance on implementation of CUI. Now referred
to as legacy policy with legacy markings (e.g. FOUO).
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What information requires safeguarding controls?

» Information the Government creates or possesses that is protected by law, regulation, or
government-wide policy.

Example: DoD work products and emails

» Information that an entity creates or possesses for or on behalf of the Government that is
protected by law, regulation, or government-wide policy.

Example: information associated with DoD contracts

What does not qualify as CUI?

* Classified information

» Information not created by, or under the control of the U.S. Government.

Example: information from a non-executive branch journal article on
counterinsurgency

—
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What is the difference between FOUO and CUI?

* DoD’s legacy “FOUQO” marking was authorized to protect UNCLASSIFIED information that
“may be exempt from mandatory disclosure under the Freedom of Information Act (FOIA).”

« The CUI Program developed a common marking system across Federal Agencies and
created categories to capture the many types of UNCLASSIFIED information requiring
safeguarding based on existing laws, regulations, and government-wide policies.

What’s new with CUI?
Uniform system
Indexed guidance
(Registry)

Greater specificity
Safeguarding standards
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Legacy Policy CUI Policy

* Marking system and reasoning unique
to DoD, DoS, etc.

* Executive branch-wide policy

* Based on FOIA exemptions * Based on laws, regulations, and

Government-wide policies

* Requirement to document category
and originator

* No underlying FOIA category or
originator information required

1l

* Encouraged, but did not require or * Defines configuration standards for

define “secure communications” Federal and non-Federal systems

Many cover sheets s a single cover sheet
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Frequently Asked Questions (FAQs)

Does all legacy-marked FOUO qualify as CUI?

* Not necessarily. It is not an automatic one-to-one swap. Some information previously
marked as FOUO will qualify as CUI.

* Information previously marked as FOUO does not need to be re-marked. However, if that
same information is put in a new document, it needs to be assessed to see if it meets the
criteria for CUI and re-marked appropriately.

Examples of what may qualify as CUI:

» Defense Critical Infrastructure Information (DCRIT)

» Export Controlled information

* Information related to sensitive international agreements
+ Law Enforcement information

* Legal Privilege

» Pre-decisional budget or policy information

* Privacy Act information

* Naval Nuclear Propulsion Information (NNPI)
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¥ Frequently Asked Questions (FAQS)

| am creating a new document or email and | need to include FOUO-marked
information. What do | do?

* DoDI 5200.48 instructs DoD personnel deriving legacy-marked information into new products
to re-evaluate the information and determine if it qualifies as CUI. If it does not, it is not
marked as either FOUO or CUI.

What is the CUI Registry?

» Provides an official list of the categories used to identify
the various types of CUI. @i[mw 1B }_@
» Mirrors the ISOO Registry but provides additional

uuuuuuuuuuuuuuuuuuuu

information on the relationships to DoD.

Where do | find the CUI Registry?
« The DoD CUI Registry is under construction and will
available on the DoD CUI web page at https://dodcui.dod.mil
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Frequently Asked Questions (FAQS)

Is CUI a classification between UNCLASSIFIED and CONFIDENTIAL?

« No. CUI is not a classification and should not be referred to as “classified as CUI.” A better
way to phrase it is “controlled as CUI.”

* CUl is a safeguarding system for UNCLASSIFIED information.

« CUIl and Classified National Security Information (CNSI) have separate, co-equal Executive
Orders and implementing directives.

CUl CNSI
E.O. 13556 E.O. 13526
32 CFR 2002 | 32 CFR 2001

TOP
SECRET \

SECRET

CONFIDENTIAL
Cul
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With whom may | share CUI?

» The standard for sharing and access to CUl is an authorized “lawful government purpose.”

« Lawful government purpose - any activity, mission, function, operation, or endeavor that the
U.S. Government authorizes or recognizes as within the scope of its legal authorities or the
legal authorities of non-executive branch entities (such as state and local law enforcement).
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Frequently Asked Questlons (FAQSs)

May | share CUI with State, Local, Tribal, and Private Sector entities?

- Unless otherwise prohibited by a limited dissemination control (e.g. “FEDONLY” or
‘NOFORN?), and if sharing is consistent with a lawful government purpose, yes, you may;
but it's a best practice to check with your security manager, or information security policy
representative.

Sharing U.S. Government information with outside entities may only occur if:
» The entity is authorized to receive the information.

* The sharer is authorized to pass the information.

» The sharing complies with U.S. laws and regulations.

« The sharing benefits the U.S. Government.

May | share CUI with foreign governments?

-Unless otherwise prohibited by a limited dissemination control (e.g. “FEDONLY” or “NOFORN?”),
and if sharing is consistent with a lawful government purpose, yes, you may; but you must
check with your foreign disclosure office.
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Will be available on CUl web page at

A\ AE
g
‘ CUI Markings for Unclassified Documents ATTENTION
U e e cpi e i e
‘. st ot of cosac. . f .
o ‘Minimum marking requirements. No portion markings
Limited Dissemination Controls
cu
Marking Requirements for CUI e CUl executive agent-approved controls agencies may use to limit or specify CUI dissemination.
o Bamerline Portion markings included to CUI should be encouraged and permitted to the extent that access or determination:
2 CUlmarkings il Abides by the laws, or ide policies that ished the i ion as CUIL
N e Furthers a lawful government purpose.
& There s no requirarnant to add "UNCL] W [ purpose.
kit Is not restricted by an authorized limited dissemination control established by the CUI executive agent.
(U) Marking Requirements for CUL Is not otherwise prohibited by law.
« Portion markings.
o portonmatingsre optnal. Howes + () annerne. . § § § .
Aokt s et bl el e bs may place limits on disseminating CUI for a lawful government purpose only using the dissemination
stbiects hics reodbes, baranaphes néameniciil EloHa Hascremgescie seAReiopaid s listed in Table 2 of DoDI 5200.48 or methods authorized by a specific law, regulation, or government-wide Coutroled by: Name of Office
points, etc. R, bottom of cach page. CUI Category: List Categoryics)
o CUI portions wil be annotated “(CUIY © [U) There Is no requirement to add "UNCLASSIFIED with LDC or Distribution Statement:
o Unclassified partion will be annotated i ” " : - 2
L the CUI marking. cannot restrict CUI access. POC: 703-555-0123
« CUldesignation indicotor « (U Portion markings. — — S
@ Thefirst pageor cover ot any documey 0 B e e s oo ¥ i atrol Jarking sectiption ATTENTION
‘Sd uze:hﬂ“ “"3‘7:0"; ':;':E\L" k ings are annotated, they must be applied to all No Foreign NOFORN Information may not be disseminated in any form to foreign
@ line 1 the name of the Dob Compon; s Sl e Bl i, kgl Dissemination sovemmens,forign natonals, orig o temtonal
identifid in lesteread) subparagraphs, bullet points, ctc. organizations, or non-US. cit AN Individvals huaciess S inbomymtioe se svgelred 0 prowet
6 une: identiicationof the office 5 [U) €Ul portions will he anotated "(CUI" T . : sk S it from unauthorized disclosure.
o line3: identifcation of the categeries - selBssified Borion Wl B afivatated AT eral Employces g seination sborized oy o cployees o e .
Lt G U] Unclassfied portion wil be annotated *(U] only ament execulive branch agencies of armed forces Handling, storage, reproduction, and dispesition of the attached documeni(s) m
& RN . we i pme.ul ofthe U.S. or Active Guard and Reserve. be in accordance with 32 CFR Part 2002 and applicable agency policy.
controls = [CUI)The firsz page or cover of any document containing Federal Employeesand | FEDCON np enter i “ontrolled |
& lineS: Name and phane number or ef CUlwill include a CUI designation indicator. Contractors Only ‘with the U.S. to perform a specific job, supply labor and Hlowed andp y indivickaak(s),
< (U} Line 1: the name of the DoD Component [not required if ‘materials, or for the sale of products and services, so long. grouping(s) of vided such with or in
s identited in letterhead) dissemination i n furtherance of the contractual purpose. Sirthiomat 604 Liwil Coveccisat Pidpid G i § i Grasliboat Wit
Controlled by: CL&S| [U) Line 2: identification of the office No Dissemination to NOCON Intended for use when dissemination is not permitted to applicable law, regulations, and Govermment-wide policics.
CUI Categorylies): P| B (U)Line 3: identification of the cacegories contained In ihe Contractors federal contractors, but permits dissemination to state, local,
Distribution/Dissem ( document. or tribal employees.
poC K 3 = (U)Line s Apslicable gistibution statcment or
EOIC ot Bl Eﬂ«emman ol Disscmination List DL Only Dissemination authorized only to those individuals,
= (CUNLine 5: Name and shone numer or email of POC. Controlled S oy, o et ncnded o Soconpinyieg
dissemination s
Contrelled by: QUSD(ISS) Authorized for Release | REL TO USA, [LIST] | Information has been predetermined by the designating
Controled by: CLES INFOSEC ‘o Certain Forcign
CUI Categorylies): PRYCY Nationals Only international organization(s) indicated, through established
Distribution/Dissemination Cortrols; FEDCOM foreign disclosure procedures and channels.
POC: John Brown, 703-555.0123 lay Only DISPLAY ONLY Information is authorized for disclosure to a orcign
recipient, but without providing them a physical copy for
il retention to the foreign country(igs) or international
organization(s) indicated, trough established forcign
disclosure procedures and channel
Attorney Client ATTORNEY-CLIENT semination of information beyond the attorney, the
attorey’s agents, or the rohibited, unless the
agency’s exccutive decision makers decide to disclose the
Reference: DoDI 5200.48, Controlled Unclassified Information (CUI), para. 3.4 5 information outside the bounds of ts protection.
‘Attomey Work Product | ATTORNEY-WP Dissemination of information beyond the attomey, the
Marki traini " attorney’s agents, or the 1t is prohibited, unless
farkings are for training purposes only Specifically permitted by the oversceing attomey who
originated the work product or their successor.
Deliberative Process DELIBERATIVE Dissemination o[m[urmanun bzynnd the deparment,
agency, o U.S. Goverment decision maker who i
e policy delberation cam resultn the loss of the
and is prohibited, unless the exccutive deci al
the agency decide to disclose the informati
bounds of its protection.

COUNTERINTELLIGENCE, LAW ENFORCEMENT
& SECURITY DIRECTORATE, DDI(CL&S)



https://dodcui.cui.mil/

OFFICE OF THE UNDER SECRETARY OF DEFENSE
FOR INTELLIGENCE & SECURITY

INFOSEC Staff

Michael Russo, Chief, Information Security michael.c.russo14.civ@mail.mil

Oscar (Chip) Smith oscar.f.smith.ctr@mail.mil
Peggy Ushman peggy.s.ushman.ctr@mail.mil
Michael Orridge michael.a.orridge.ctr@mail.mil
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