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Introduction

This presentation provides basic information on the CUI program.

More in-depth training is provided by the Defense Counterintelligence and Security Agency 
(DCSA) / Centers for the Development of Security Excellence (CDSE) at 
https://www.cdse.edu

DoD’s CUI policy is available at: 
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520048p.PDF?ver=2020-03-06-100640-800

CUI Executive Agent - Information Security Oversight Office (ISOO) 

DoD CUI Senior Agency Official - Under Secretary of Defense for Intelligence and Security 
(USD(I&S)) 

DoD CUI Senior Program Manager - Director for Defense Intelligence 
(Counterintelligence, Law Enforcement, and Security) (DDI(CL&S))
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CUI Life Cycle

CUI Life Cycle

NOTE:  Not all CUI 
can be decontrolled.  
Check with applicable 
laws and regulations 
before decontrolling.

Example:  Privacy Act 
information has 
limitations on 
decontrol and release.
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Frequently Asked Questions (FAQs)

What is CUI?

• UNCLASSIFIED information that allows for, or requires, safeguarding and dissemination
controls in accordance with laws, regulations, or Government-wide policies.

What is the basis of CUI?

• Executive Order 13556, “Controlled Unclassified Information,” November 4, 2010
• 32 Code of Federal Regulations, part 2002, September 14, 2016
• DoDI 5200.48, “Controlled Unclassified Information (CUI)” March 6, 2020

What does DoDI 5200.48 replace/cancel?

• DoDM 5200.01, Volume 4 – the original guidance on implementation of CUI.  Now referred
to as legacy policy with legacy markings (e.g. FOUO).
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What information requires safeguarding controls?

• Information the Government creates or possesses that is protected by law, regulation, or
government-wide policy.

Example:  DoD work products and emails

• Information that an entity creates or possesses for or on behalf of the Government that is
protected by law, regulation, or government-wide policy.

Example:  information associated with DoD contracts

What does not qualify as CUI?

• Classified information

• Information not created by, or under the control of the U.S. Government.
Example:  information from a non-executive branch journal article on 
counterinsurgency

Frequently Asked Questions (FAQs)
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What is the difference between FOUO and CUI?

• DoD’s legacy “FOUO” marking was authorized to protect UNCLASSIFIED information that
“may be exempt from mandatory disclosure under the Freedom of Information Act (FOIA).”

• The CUI Program developed a common marking system across Federal Agencies and
created categories to capture the many types of UNCLASSIFIED information requiring
safeguarding based on existing laws, regulations, and government-wide policies.

Frequently Asked Questions (FAQs)

What’s new with CUI?
• Uniform system
• Indexed guidance

(Registry)
• Greater specificity
• Safeguarding standards
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Comparing Previous Markings and CUI

Many cover sheets   a  single cover sheet 
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Does all legacy-marked FOUO qualify as CUI?

• Not necessarily.  It is not an automatic one-to-one swap.  Some information previously
marked as FOUO will qualify as CUI.

• Information previously marked as FOUO does not need to be re-marked.  However, if that
same information is put in a new document, it needs to be assessed to see if it meets the
criteria for CUI and re-marked appropriately.

Frequently Asked Questions (FAQs)

Examples of what may qualify as CUI:

• Defense Critical Infrastructure Information (DCRIT)
• Export Controlled information
• Information related to sensitive international agreements
• Law Enforcement information
• Legal Privilege
• Pre-decisional budget or policy information
• Privacy Act information
• Naval Nuclear Propulsion Information (NNPI)
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I am creating a new document or email and I need to include FOUO-marked 
information.  What do I do?

• DoDI 5200.48 instructs DoD personnel deriving legacy-marked information into new products
to re-evaluate the information and determine if it qualifies as CUI.  If it does not, it is not
marked as either FOUO or CUI.

Frequently Asked Questions (FAQs)

Where do I find the CUI Registry?
• The DoD CUI Registry is under construction and will

available on the DoD CUI web page at https://dodcui.dod.mil

What is the CUI Registry?
• Provides an official list of the categories used to identify

the various types of CUI.
• Mirrors the ISOO Registry but provides additional

information on the relationships to DoD.
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Is CUI a classification between UNCLASSIFIED and CONFIDENTIAL?

• No.  CUI is not a classification and should not be referred to as “classified as CUI.”  A better
way to phrase it is “controlled as CUI.”

• CUI is a safeguarding system for UNCLASSIFIED information.

• CUI and Classified National Security Information (CNSI) have separate, co-equal Executive
Orders and implementing directives.

Frequently Asked Questions (FAQs)

CUI
E.O. 13556

32 CFR 2002

CNSI
E.O. 13526

32 CFR 2001
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Frequently Asked Questions (FAQs)

With whom may I share CUI?

• The standard for sharing and access to CUI is an authorized “lawful government purpose.”

• Lawful government purpose - any activity, mission, function, operation, or endeavor that the
U.S. Government authorizes or recognizes as within the scope of its legal authorities or the
legal authorities of non-executive branch entities (such as state and local law enforcement).
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May I share CUI with State, Local, Tribal, and Private Sector entities?

• Unless otherwise prohibited by a limited dissemination control (e.g. “FEDONLY” or
“NOFORN”), and if sharing is consistent with a lawful government purpose, yes, you may;
but it’s a best practice to check with your security manager, or information security policy
representative.

Frequently Asked Questions (FAQs)

May I share CUI with foreign governments?

•Unless otherwise prohibited by a limited dissemination control (e.g. “FEDONLY” or “NOFORN”),
and if sharing is consistent with a lawful government purpose, yes, you may; but you must
check with your foreign disclosure office.

Sharing U.S. Government information with outside entities may only occur if:
• The entity is authorized to receive the information.
• The sharer is authorized to pass the information.
• The sharing complies with U.S. laws and regulations.
• The sharing benefits the U.S. Government.
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CUI Training and Reference Material

Will be available on CUI web page at https://www.dodcui.mil 

https://dodcui.cui.mil/
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INFOSEC Staff

Michael Russo, Chief, Information Security michael.c.russo14.civ@mail.mil 

Oscar (Chip) Smith oscar.f.smith.ctr@mail.mil 

Peggy Ushman 

Michael Orridge  

peggy.s.ushman.ctr@mail.mil 

michael.a.orridge.ctr@mail.mil 
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